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Based out of the Wright-Patterson Air Force | ¥ IT System Modernization
Base (WPAFB) community in Dayton, Ohio, = - h .
Bull Bear Defense Solutions is a dedicated ' Agile modernlz_atmn_

) . - _ - Legacy to Cloud migrations
force in IT, cloud, and GRC modernization. i __ 23S / PaaS / Saas
Our commitment is clear: to deliver agile, = ) . - DevSecOps, CI/CD pipeline, laC

elffic(;ent stolutionsttailoret(i ffordlegai\csé IfT and o S '  FedRAMP. DoD PA, cATO. ATO, ISCM
cloud Systems, Catering to federal, detense, Y COONR - Low code platform administration

and commercial sectors. . - Geographic Information Systems (GIS)
The cornerstone of our success lies in our
team of industry-certified consultants,
whose vast expertise in IT and cybersecurity
ensures that we not only meet but surpass

our clients' expectations. At Bull Bear, we Chief Jock Bull Bear Risk Management Framework (RMF)

stand ready to add_rgss the unique challenges 1< Jessica McKinley, our Founder - ATO lifecycle experts - eMASS / XACTA
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security posture in an ever-evolving digital Oklahoma and the great-great- PP "NIST 800-171 & SPRS y g

landscape. granddaughter of Chief Jock Bull Bear i
of the Arapaho Tribe.
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Primed and subcontracted on 12 commercial, federal and
Defense contracts

- Cybersecurity Risk Assessments
- NIST SP 800 series expertise

Led Cybersecurity program for 3 USAF global logistics
modernization efforts worth 140M in contracts supporting
over 3000 users

Led Cybersecurity effort to navigate only 2nd Saa$ in the
DoD to be approved at DoD PA IL5 (2020)

FAMILY COMPANY &0/\ First contractor in the USAF to lead approved Saa$ to
: receive DoD PA IL5 and mission owner ATO

www.bullbeardefense.com

Prime contractor leading SaaS modernization effort for BIA
USIPA to digitally transform paperwork processes to cloud
to enhance public safety across Indian Country

Primary NAICS 541519

SECONDARY NAICS - 541511, 541513,
541512, 541330, 541611, 541618, 541990,
513210, 511210, 518210, 541370, 541360,
611699, 541990, 334111, 334118, 334610,

339920, 339940, 423420

Experienced with emerging Cloud technologies
Experienced industry certified staff - Comptia, ISC2, Microsoft
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Project highlights

j ESCAPE
‘*"_’ Contract Highlight:

As a subcontractor supporting the USAF HQ AFMC Enterprise
Supply Chain Analysis Planning and Execution (ESCAPE)
program, Bull Bear Defense delivers exceptional ISSM and
ISSO Cybersecurity subject matter expertise to the global
logistics supply chain IT systems for the warfighter. Our
industry certified Information System Security Manager
(ISSM) and Information System Security Officer (ISSO) have
led pre acquisition cybersecurity planning through all steps of
the Risk Management Framework (RMF) for 3 contracts (140
million total value) supporting the ESCAPE PMO. Our team’s
subject matter expertise delivered two global modernized
logistics supply chain capabilities to 4000 users worldwide.
This effort modernized 50-year-old USAF logistics processes
and integrated 100+ sources of legacy disparate AF logistics
data into modernized cloud platforms. Our ISSM has
personally supported this effort for nine years to protect the
confidentiality, integrity, and availability of the USAF global
warfighter.

CAGE: 8NEDG | UEI: CBJQL2LCXY46 | DUNS: 117592650

N BIA-USIPA
7 Contract Highlight:

8(a) Program

Applicant [ebY:\ Contract Holder

Contract Number : 47QTCA24D006C |

o ¢4 BIA ITSS IDIQ PRIME
Contract Holder

4 Contract Number : 140A1624D0038

j e-2875
‘*’f Contract Highlight:

As a subcontractor supporting the USAF Robins AFB e2875
program, Bull Bear Defense delivered exceptional 1SSO
Cybersecurity subject matter expertise for the 28175 cloud
modernization effort. Our industry certified Information
System Security Officer (ISSO) delivered a combination of
security engineering, management of the ATO authorization
process, and overall guidance to the program to ensure the
ATO processes were managed and advised to our client. This
process included the design, testing, and execution of all
security testing for delivery for the USAF e2875 program.
Our ISSO demonstrated a deep understanding of the
requirements to migrate to a modernized cloud environment,
including infrastructure as a service (laaS), platform as a
service (PaaS), software as a service (SaaS), and the
associated DoD provisional authorization impact levels and
their cybersecurity requirements. This effort led to a
successful deployment into the Cloud One enclave for our
client.

As a prime contractor supporting the US Bureau of Indian Affairs Indian Police Academy (USIPA) headquartered in Artesia,
New Mexico, Bull Bear Defense has delivered a modernized FedRAMP Software as a Service (SaaS) training platform
leveraging our partnership with Envisage Acadis. The Acadis Readiness Suite delivers a comprehensive, modular training
management framework for training and compliance, and a commercial-off-the-shelf (COTS) software solution that supports
2500 users at the USIPA in their public safety efforts. Our digital modernization effort, in partnership with USIPA, is
revolutionizing paperwork processes into a digital transformative capability supporting Indian Country and USIPA.

www.bullbeardefense.com
contact@bullbeardefense.com
4031 Colonel Glenn HWY, STE 450
Beavercreek, Ohio 45431
931.503.7496
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